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Abstract—This paper presents the use of ESTELLE, a formal
description technique, as a method to calculate automatically the
performance of telecontrol protocols in SCADA systems. Some spe-
cific primitives are added to the ESTELLE description language in
order to achieve that goal. As an example, we analyze the perfor-
mance of a telecontrol protocol. The results from this method are
compared to performance measurements obtained from analytical
and simulated solutions
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I. INTRODUCTION
I N THE last few years, the role of power utilities in the worldof telecommunications has undergone rapid changes which
affect not just technological aspects, but also issues of regula-
tion, access to new markets, the creation of new services, etc. 
This situation creates urgent technological demands that have to 
be satisfied to be able to keep on competing successfully [1]–[9].
One of the most important aspects for updating technology 
is to manage the operation of a power utility  network. That is 
why several telecontrol systems have been applied to operate 
on such a network in a safe and economical way since the 1960s 
[10]–[12].
These telecontrol systems are based on processor architecture 
installed throughout the hardware of the power utility  network. 
The processors are mainly located in both the energy generation 
plant and the energy distribution and transformation stations. 
These plant processors are called “remotes” [they are also called 
remote terminal units (RTUs)] and make it possible to work on 
the power network. Remotes communicate with one or several 
centers (also called control centers), sending the network status 
information and receiving commands. Communication proto-
cols, which are applied to control these power networks, should 
be studied thoroughly, because the expense of setting up such 
systems can be reduced just by optimizing them. These proto-
cols are called telecontrol protocols.
A formal description technique (FDT) is chosen when a pro-
tocol has to be specified in a formal way. Although there are
many FDTs, three of them are the most popular. These are ex-
tended state transition language (ESTELLE) [13] and specifi-
cation and description language (SDL) [14], based on extended
finite state machines, and language for temporal ordering spec-
ification (LOTOS) [15], based on process algebra. All three are
international standards and the selection of one or the other de-
pends on the specific needs of the user or designer. No single
FDT satisfactorily fulfills all of the requirements.
Several studies [4], [16] have shown that ESTELLE adapts
better to the electrical sector than the other specification
languages, since it does not require much learning or special-
ization effort. A tool, called a universal protocol converter or
convertidor universal de protocolos (CUP), was designed to
implement and integrate telecontrol protocol from its specifi-
cation in ESTELLE [17].
Our recent work has focused on adding performance mea-
surement capability to the CUP tool. This way, the performance
of telecontrol protocols can thus be analyzed from its specifica-
tion in ESTELLE, and an efficient implementation can be made
of them. To achieve this, some specific primitives are added to
the specification in ESTELLE of a telecontrol protocol [18],
[19].
In this paper, we present an alternative method for studying
the performance of a telecontrol protocol without using analyt-
ical or simulated solutions. In ESTELLE, we specify the per-
formance analysis model of the telecontrol protocol (existing
or new) including the performance primitives. The performance
measures are then automatically calculated. The performance
analysis model is needed because it is possible to study only
one part (a layer) of a whole protocol.
In order to validate this method, we study the same telecontrol
protocol analyzed in [20] and [21], where the performance was
calculated by both an analytical and a simulated solution. We
show all the steps that are necessary to obtain the performance
of such a protocol automatically and the results of that analysis
are compared to those obtained in the aforementioned work.
II. PERFORMANCEANALYSIS
Performance analysis (an activity included into protocol engi-
neering, i.e., to the set of activities which, based on some com-
munication requirements, are able to generate a protocol exe-
cutable code in an efficient and reliable way), is used to analyze
a protocol in order to predict and optimize its behavior. There are
different techniques to measure performance that are not only
applied to protocols but also to systems in general. Most systems
[22] are studied by making models of the same systems in terms
of logical and quantitative relationships. They are then manipu-
lated and changed to see how the model reacts, and thus how the
system would react, obviously, if the model were a valid one. If
the model is simple enough, it may be possible to work with its
relationships and quantities to get an exact, analytical solution.
However, many systems are so complex that their valid math-
ematical models are also very complex, making it necessary to
resort to other study techniques, such as simulation; that is, nu-
merically exercising the model for the inputs in question to see
how they affect the output measures of performance. Although
simulations are often referred to as a “method of last resort,”
they are in fact almost always the only effective way to measure
system performance. This is due to the sheer complexity of the
systems involved and of the models necessary to represent them
in a valid way.
We propose another solution to determine the performance
of a telecontrol protocol (our systems) by using FDTs. First,
the telecontrol protocol, which could be a new or an already
existing one, is specified in ESTELLE, including the suitable
performance primitives. Then, an executable code is generated,
called thesimulating code, which, when it is run, calculates the
performance of such a protocol. The advantage of this proposal
is that the performance of the telecontrol protocol is automati-
cally determined while its specification in ESTELLE is made.
This way, performance can be predicted and some parameters
can be set up.
The difference between a simulated solution and ours is that
the simulated one simulates a model of the protocol and we only
simulate to predict performance automatically, because we actu-
ally specify in ESTELLE the very protocol (with some specific
primitives for the purpose of performance analysis). Therefore,
we both determine the performance and specify in ESTELLE
the telecontrol protocol, and also, the executable code of such
a protocol can automatically be generated using the appropriate
tools.
III. ESTELLE PERFORMANCEMODEL
The performance of a layer (see Fig. 1), in line with the
open system interconnection model (OSI) [23] or a similar
one, is going to be studied using two parameters, namely, the
throughput and transmission delay. The throughput is defined
as the number of successfully transmitted messages per mean
transmission time of a message, and the transmission delay, is
defined as the time interval, in units of the average transmission
time of a message, from the moment a message is generated to
the instant it is correctly received.
For the purpose of analysis, the behavior of theand lower
layers is typified, from the point of view of the layer, as
a virtual channel (see Fig. 2). That channel sends a set of
bits at a rate of and there is a delayed due to the layer
propagation time. The throughput of thelayer is then defined
as
(1)
Fig. 1. Layered model.
Fig. 2. Lower layers model.
Let be the time in which the layer COMPUTERA (see
Fig. 2) receives a message from the layer to be sent.
Furthermore, let be the time in which the COMPUTERB
layer receives such a message from thelayer. Then,
the transmission delay is given as
(2)
When a telecontrol protocol is specified in ESTELLE, there
is no information about which modules belong to the same
layer. The messages are sent using interaction points among
modules (different layers) that are connected or attached, but
there is no possible knowledge about the peer entities (or
modules) that are really exchanging messages. Thus, some
additional information has to be added to the specification in
ESTELLE to obtain the transmission delay and the throughput
in order to use the previous performance analysis model in the
ESTELLE simulating model, as defined in (1) and (2). Others
parameters, such as the medium, minimum, and maximum
message waiting time of a queue in a module, the number of
messages received, etc., are automatically calculated without
adding extra information.
Three kinds of primitives have been added to the ESTELLE
specifications, which are explained in detail in [18]. The first
two are for the throughput, and the third one is for the message
delays. These primitives are listed as follows.
1) CUP_PETICION_TRANSMISION: This primitive is
used when the layer receives a request from the
layer to send a set of bits.
2) CUP_TRANSMISION_VALIDA: This primitive is
used when the layer sends a set of bits using the
services provided by the layer. This set of bits
consists of two parts—the set of bits of the layer
and the extra bits of the layer.
3) CUP_CATEGORIA: The messages of a layer are classi-
fied to have their own transmission delay. This primitive
is used for this purpose.
A protocol designer who wants to measure the performance
of a telecontrol protocol has to work in the following way.
a) First, he specifies the telecontrol protocol in ESTELLE,
adding the aforementioned primitives to his specification.
The primitives are included in the body definition of a
module at the adequate transition, depending on the mea-
surement the designer needs. As the time is simulated, the
ESTELLE TIMESCALE clause is used to determine its
unit.
b) Once the designer has specified the protocol in ESTELLE
with the performance primitives in the appropriate place,
he can compile it and make its executable code. Some
files are saved with the performance information when
the executable code is executed (the designer can set the
execution time) to analyze results.
IV. A PPLYING THE MODEL
In order to validate our method for calculating the perfor-
mance, we study the same telecontrol protocol analyzed in
[20]. That paper presented a method for calculating the ca-
pacity of a multipoint communications channel when a polling
protocol is used. An exact solution, an approximate but easier
to use solution, and simulated solution were obtained to re-
spond to the following question: “How many remotes (RTUs)
can share a link without degrading system performance?” Ob-
viously, the answer would depend upon various parameters
such as link velocity, message length, the amount of informa-
tion generated by each RTU, etc. However, it also would de-
pend significantly upon the communications protocol, called
medium access control (MAC) protocol, used to communicate
between the control center and the remotes [24]. This protocol
takes a question-answer form in many control centers, also
Fig. 3. Layered medium access protocol.
called polling protocol. The control center polls the first re-
mote on the link; if the remote has messages to send, it does
so, and if not, it sends a null message. The control center goes
on to the poll, the second remote, and so on, successively until
it has contacted all the remotes on the link, at which time it
starts over again with the first RTU. This is the typical pro-
tocol used in the MAC layer in telecontrol protocols.
Let us analyze such a MAC protocol (polling protocol) to
measure its performance using its specification in ESTELLE
and compare results. As described in the previous paragraph,
there are two kinds of stations, namely, a primary station (con-
trol center) and one or more secondary stations (remotes). The
secondary stations have to be polled by the primary station be-
fore acquiring the channel, that is to say, the primary station
controls the communication channel. Fig. 3 illustrates the pro-
tocol communication model. This protocol is divided into three
layers and there is an additional one to join all the communi-
cating entities for the purpose of performance analysis. We are
only interested in the MAC layer so the upper and the lower
layers are specified to behave as the real ones (the ones used in
the telecontrol protocol stack).
There are only seven different modules in ESTELLE to
specify this protocol: a primary USER module, a primary
MAC module, a primary PHYSICAL module, a COMMU-
NICATION CHANNEL module to interconnect the primary
station to the secondary stations, a secondary USER module, a
secondary MAC module, and a secondary PHYSICAL module.
Each module interchanges interactions only with the modules
to which it is connected by means of interaction points. The
interaction points are defined in the module header definition
and its description is associated with the channel definition.
Each module also needs a body definition to describe its
behavior. The behavior of a module in ESTELLE is described
by an extended finite state machine; there is a specific syntax
to do so.
The stations exchange four kinds of messages: 1) event;
2) measurement; 3) command; and 4) command acknowl-
edgment. There are four possible transmissions delayed; one
for each class. The transmission delayed is measured at the
USER layer and the throughput is measured at the MAC
layer.
Fig. 4. Protocol efficiency.
Fig. 5. Measurement transmission delay.
Once the specification of the MAC protocol1 is compiled and
error free, the executable code is generated. A file is saved with
the performance information when the executable code is exe-
cuted; the execution time can also be set up. Section V consists
of the analysis of results.
V. ANALYZING RESULTS
We make the same conjecture as in [20], i.e., each secondary
station generates messages exponentially (a Poisson process)
with an average time of 4 s, and the primary station generates
command messages exponentially with an average time of 8 s.
A secondary station is less likely to generate an event message
than a measurement message. The switching time is 10 ms. The
length of measurement and event messages is 380 b and the
length of command messages is 60 b. The simulating time is 1 h
and the maximum number of RTUs (secondary stations) is 28.
The transmission delay is automatically calculated using (2)
for each kind of message sent. Equation (3) shows the efficiency
(throughput) of the MAC layer, i.e., the bit-rate of the MAC
layer per transmission bit-rate (bit-rate of the physical
layer) only substituting for MAC into (1). Equation (4) shows
, which is related to the total bits sent from the USER
layer and the simulating time. The efficiency of the MAC layer
is then automatically calculated using (5) by only substituting
(4) into (3). The throughput is a number between one and zero
bit-rates
(3)
total number of bit sent from user layer
simulating time
(4)
1The specification in ESTELLE is not shown for brevity.
Fig. 6. Event transmission delay.
Fig. 7. Command transmission delay.
Fig. 8. Protocol efficiency.
Fig. 9. Event transmission delay.
total number of bit sent from user layer
simulating time bit-rate
(5)
Figs. 4–7 compare our results of efficiency, measurement
transmission delay, event transmission delay, and command
transmission delay with those obtained in [19] by means of a
simulated solution for a bit-rate of 1200 b/s.2 The ESTELLE
results are labeled “Est-speed,” being speed the number of bits
sends per second (b/s). The efficiency results in a simulated so-
lution are the same as in the ESTELLE solution for all bit-rates.
However, there are different results for the transmission delay.
The reason for this behavior is that messages are generated
randomly so that transmission delay can fluctuate between
an error gap. For instance, let us take the transmission delay
of the command message for 4 RTUs. There is a difference
of 0,2 s between our result and a simulated one because the
transmission delay of the command message always fluctuates
between 0,4 s and 0,8 s. This depends on whether the command
message is sent as soon as it is generated or after the arrival of
the answer to the previous querying message.
Finally, the throughput and event transmission delays calcu-
lated by the ESTELLE solution are compared to both the ana-
lytical solution (exact and approximate) and the simulated solu-
tion, as shown in Figs. 8 and 9.
VI. CONCLUSIONS
The optimization of telecontrol protocols can reduce the
installation costs of telecontrol systems in power utilities.
FDTs are used to specify protocols, for which ESTELLE
is more suitable than other methods in the electrical sector.
Primitives added to ESTELLE make it possible to measure the
performance of such protocols; therefore, telecontrol protocols
can be improved. These improvements could simply consist
of setting up some new parameters for an existing telecontrol
protocol or replacing them with better ones (for instance,
standardized ones).
In this paper, this alternative method for studying the perfor-
mance of a telecontrol protocol has been presented. Further-
more, in order to validate it, we have studied successfully the
same telecontrol protocol analyzed in [20] and [21], where the
performance was calculated by both an analytical and a simu-
lated solution.
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